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chkconfig --del sendmail

3y 53 el olas Ss5 5))‘4. B9 4 S ok

S5 e o ) S

V%

U"l su‘)}..m.b ub;

3,lg y0)ausS izl oads 5L Jliw 5 azman o 1) 55 Ol jgiwd (s

(ale 280 S595 9 S5 By > (0,5

AXIQEN ;g puwr Juos| &9 s i =)

CentoS 5.4 ol gl ouiS (oo B8 -
(05 dgbils Sl 5l ailes (00
oSed ceal pa o

s )8 Permissive cl> o 1, o1 lade SElinuX oledas

los,S i |,
1SS

owsu o CentOs

Q9 i O5lg TOOL o SL Y

51, CentOS pgase aXigEN ygymw ool a abgye aiy -V
A28 sglls www.axigen.com ol

cd Desktop
chmod 777 axigen-7.1.2.1386.rpm.run
./axigen -7.1.2.1386.rpm.run

Support Resources

Installer’ from ‘Adobe Systems Incorpo

root@localhost:~/Dasktop

File Edit View Terminal Tabs Help

[ ]
[root@localhost ~]# cd Desktop 1] 22 IS SiEs T’e
3 _ 3 AHIGEN Mail Server 7.1 2 for Windows 20971 KB L 3
[root@localhost Desktop]# chmot_j 77 ax1g9|_1 7.1.2.1386.rpm.run A TR s tosnibps | AN
[root@localhost Desktopl]# ./axigen-7.1.2.1386.rpm.run AYISEN Mai Server 71 2 for FEM based distros - — Inst
Please accept the terms of the license before continuing Far RedHat Enterprise Linus 4 and 5, SUISE Linuy Enterprise 10, Fin {0 5tbps | PPN ﬂ
ZentS 4 and 5, Fedora 9 and 10, OpenSUSE 1003, 11,0 and 11,1

Press ENTER to dlspla}' the license ARIGEN hail Server 71 2 for Fedora PPC 21515 KB it

(after reading it press 'g' to exit viewer) For Fedora & smin fostibys PO | Pt

AMIGER hail Server 7.1.2 for Mandriva Linux 27016 HE -
;g;gl‘ﬂoandri\fa Corporate Server 4, Mandriva 20080, 2002.1 and Frnin {0.5Mbps %

sl
LWIEFRI =il Server 71 7 for Nishian TR WE ~
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«% Applications Places System %@@g@
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Computer

root@localhost:~/Desktop

File
[root@localhost ~1# cd Desktop (<] F
[root@localhost Desktopl# chmod 777 axigen-7.1.2.i386.rpm.run -
[root@localhost Desktopl# ./axigen-7.1.2.1386.rpm.run

Please accept the terms of the license before continuing
Press ENTER to display the license

(after reading it press 'q' to exit wviewer)

Edit View Terminal Tabs Help

root's Home

axigen-7.1.2.i386.
rpm.run

Do you accept the terms of the license? (yes/no): I
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Thank you for installing AXIGEN Mail Server.
In order to configure AXIGEN for the first time, please run:
Jopt/axigen/bin/axigen-cfg-wizard
Q [root@mailserver axigen-6.1.0]# /opt/axigen/bin/axigen-cfg-wizard é—

5 039 Shles o> o o a5 0y ls (559, Joenl Lo ST
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/opt/axigen/bin/axigen-cfg-wizard

lelcome to the Axigen Config Utility (v7.2.8)

o7y, gl 33oe 375 Blaslhts )l 198 sses syl b -
Relay Configuration 29 Jw‘ &_JL«A.]G.AJ ‘SAOLQJ MLGA admin d.) .]oyfo )9.¢.C- 4.0.15

Please select the networks which are allowed to relay

mails through AXIGEN, without requiring authentication: .)9.,..:‘50 r:l;u‘ admin _]amy

Please enter admin®s password

Password:****==

Validate:**=®===

Use TAB key to jump from one control to another
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Operations pending

Please wait until the changes are applied!

creating domain mydomain.com ... DONE
adding aliases ... DONE -

configuring WebAdmin ... DONE o Sl rn)y &)‘ B as »)9..» < ).aan ») JS»» L (GO 0 -1

configuring SMTP ... DONE

configuring POP3 ... DONE . : . . 1 1 -
omfiouring AP ... DONE 4 0S8 o)lg 1) 0g> Lol als oL primary domain  Jilas
configuring WEBMAIL ... DONE

configuring AXIGEN sendmail ... SHge L Loy dolo f“'“‘" ..\.».»5 uo)s ‘JLA )5.‘9

Leds ol Sygo ool o a5 aisb o mydomain.com

cusls walgs user@mydomain.com  gilae (Les! w0l

a8lsl wo mail.mydomain.com M. alias alys oo loxy azdl
u.:‘ o o] ol tﬂl}u‘:bgﬂ.sﬂ}ab)j)m J.A.QJ‘MJ[} “\""5

:mgfsalﬂlx})wa 6‘)—'.’”%‘) axigen 4.1}).40

. . . Domain configuration
/etc/init.d/axigen start | eescwmgnne

Primary Domain:mydomain.com
[root@mailserver ~]# cd /fetc/init.d <—
[root@mailserver init.d]# ./axigen start <— Domain Location:/var/opt/axigen/domains/mydomain.com/
Starting AXIGEN Mail Server... [ OK 1]

[ tEmail init.d]# Postmaster account password:****&=
rootiémallserver 1nit.

[x] Enable Groupware (Sharing)
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S adlal ) Qe e e 5 VEY L 5  http:/mydomain.com Yzl L 4 http://servername
o 5)
|§§:|'! Security Level Configuration http:/mail.mydomain.com Ylez>!
] < o of
aﬁL Please choose the security level for the system. . AR O
http://server-ip-address:9000
Frewall 0pticns§|§ELinux| 50 Algs o e b 548 axmiano g o LT assy| IR R
Firewall: lEnabled = 25 Slemyol 5l g 00,8 12l 1) firefox acly gy Juoul 355
Trusted services: | p1p B 20w Led oolaul
Mail (SMTP) http://127.0.0.1  : Juoag
I NFsa ) hitp://127.0.0.1:9000  :cy e
SSH .
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7 Other ports S oolawl Wl oo ,S asie Ve al> e
Ports Proto i e Add
143 tep = Remove
Q000 tcp E marks  Tools  Help
I_E |http:,l',l'192.168.1.11:9000,!'
l vfépply l [ xganCEI l l &QK l (50| Latest Headlines

Elxigen

Security Level o wed pehe Jb o SElnux olas WebAdmin
Gy » Sledas SElinux <5 ,o 4 Configuration
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€ Global Settings

. Manage Accounts 53* Add Account Sygo & | r}).y g d-’)"‘ ).‘ axigen Coppde Ay (o i >
m V' Account was added successfully! . . . .
Alphabetical List e 05 3k e Jraol 055 Jlg plé aloz Sl Lelg 16 adS” jo Q-
Manage Domains Domai |#  Accounth Acti
lv|<lll<\fJIeA£¢0IIMS F‘::::::mm 1 pz::!nerame €0 s o ] ‘A"“S ‘ ‘ ‘ centos LJ‘g)JlS ¢ )") Ji“d dJUQA

Groups 2 sdf B /| DELETE % i #F Applications Places [yl %@Qg
Mailing Lists i [y references 3
Public Folders
@ CHCHLE R @ Authentication
Account Classes Domin 1 011 —

— Computer B venp < Date & Time

3 pisplay
& Hardware

Log Out root @ Keyboara

(@) shut Down % Language
& Login screen
& network

@ Printing

[/ Smart Card Manager

G% About GNOME

AN Snindeard Netartinn


http://servername/
http://servername/
http://mydomain.com/
http://mail.mydomain.com/
http://server-ip-address:9000/
http://server-ip-address:9000/
http://127.0.0.1/
http://127.0.0.1:9000/
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#!/bin/sh

UPDATECMD="sa-update -D"
RESTARTCMD="killall

spamd; /usr/bin/spamd -d -c -m 5°
a=$ (date)

SUPDATECMD 2>/dev/null

if [ $? -eq 0 ]; then

echo $a "-Updates where installed"
SRESTARTCMD

elif [ $? -eq 1 ]; then

echo $a "-Already have the latest"
else

echo $a "-Something went wrong"

fi

sl b 4 o5 (o yiws sllael cg 1) 5 yg5ms -
w ‘5)‘5 P W)

chmod 777 /root/Desktop/spam.sh

letc/crontab oU L LB ;o Cron sle Codg>ge ooled ~
) RL onl peitns by (el 9)lg0 b 4 Lo (Jg 3l 18
Jlsays o crontab ,giss 51 ol Gl & 5 oS ool Aoy
L crontab Ll aS 0sd oo s 5 cpl oS oo oolaiul
2098 5L (Vi i) o lailew] e ] g

sl Cuszge odmlive Coz — mdgw b ol en Crontab jsiws
g o oslaiwl crontab

o Cudgzge 7,0 Sy € gdsw b ool crontab gios
D9l o0 oolaul crontab 4 wyo>

sl Covgzge B> x> T gdsw ool en crontab jsiws
9 o0 oolaul crontab

AS Lzl oy e J 0 -

crontab -e

Codgrge Sy Aulgl b oo aulS axias jo INSErt aaSs s
CasS bl Glbgixe L Crontab o wsos

44 10 * * * /root/Desktop/spam.sh 2>&1 |
tee -a /var/log/sa-update.log

-4

SpamAssassin
amAssassin is installed in our webmai servers.

Spamassassin System 4 AXigen .l - Y

i \-Y
cuas oyl 3,k 5l Spamassassin b oS Ll 1, 55 st

054..:
yum install spamassassin

Cosh YES e atwlys slebel blie o

chkconfig —-add spamassassin
chkconfig spamassassin on

service spamassassin start

Syge 4 Spamassassin 4« Webadmin s b 5l -¥
oS Enable 1) o] & jganl jo a5 098 o saus Available

EXIgﬁmmin A | Contact Support

AntiVirus and AntiSpam
.
Applications

AntiVirus AntiSpam

Actions Configuration
#  Application Type AV Detection Status Actions | @
P 1 ((Spamassassin Builtin  Available Enabled isseiEs ] (9]
e 2 Builtin  Available Enabled [0slEm | [#
Global Access Control 3 Builtin  Could nat connect Disabled | EeLE »
Acceptance & Routing 4 Builtin  Not available Disabled | EBLE ¥
Incoming Message Rules 5  ClamAv Builtin ~ Could not connect Disabled | EnfBLE ¥
6  SpamAssassinBundleBuittin  Available Disabled | EHFBLE b
m Commtouch Builtin  Could not connect Disabled | 8L b
8 amavs User Disabled | EFeLE b
5w e bissiod avac»
. 10 ClamAvdocal User Disabled | gL b
11 DKSigner User Disabled | E#eL »
1) To update AVIAS detection status you need to refresn the current page To restartthe
delection process dlick here

System Spamassassin  Slwy j9; 41 giuile —

oo 3l S sl @i (eles )o asle Sl eslainl Cu
2P PR G Soge & pmgpe (rl 09d (e eslinul Cron
Dy (0 wad WS gid Gl g8 (soles
D95 s 4O g (pl cual 3 oliwedl (sl CentOS o
DS ool 5 gt 1 aslys o

rpm -galgrep cron

e plnil i 5 )y dolpe wlonlas plosil 6l Jl>
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69> 2 Sl mls> (o0 097 S JU 1, Clamd g S 0y b IWQ Hgiws g S amao ESC aeSs (95 b e
2yl s ete/clamd.conf/ o LG ol oS Jleel clamd.conf LB s s Kl e basme 5l agaz Cudezge
e Jloel 1y 25 S 5 0035 S L 0T s el 4 o ) e 4410 FE YL s s sy
User clamav - User axigen a5 Alws s lojy, olaw g ole (g, el @dBo ocnimo
Cawlgs] polie piSTas Ll xe 4 % Codle
28 12 ) ) Ol ygims e asLo Ivarflog/ .. o sa-update.log bl YU jgiws b Les

chown -R axigen:axigen /var/log/clamav/ . . ) . - A
chown -R axigen:axigen /var/run/clamav/ D9 (oo ooliinl (Sluj 555 4 (o) p sln O 5l AT 058 (o0
chown -R axigen:axigen /var/clamav/ [y oads o)ly Cudgmga pj yews 5l ooliiwl L Jb> -
S oaslie

crontab -1
w0d,S ilpg I, /etc/freshclam.conf LG J

S Jlasl 1y 5 i l0g 6 wsilys (oo Cron ;s uisle; ploxil (o, 2 )2 -

DS 0amlie 5 yrme ;0 1) g e 0
DatabaseOwner clamav-DatabaseOwner axigen

/var/log/cron

9S 2l  psies

rm /var/clamav/*

s 301y 25 5550 Gogns (Sl ooged 53y 2 sl ¥ Axigen L ClamAv gali —¥ @/
//

N cezs -f ClamA¥

freshclam
alen b ol Permissive  <Jl> ;s b SELinux

Spaled JUb 1y g5 (ST 25 s5mes bawg -0 amles s 1, ClamAV
/etc/init.d/clamd start

Chkconfig -add clamd Sl 1y 2y g g 03,5 5L 1y wSeid Jlaw 5 ol )
Chkconfig clamd on ol

) cd /etc/yum.repos.d
e g Cupde dxas o Clamd  gl>l 1 e

dled [zl 25 jgsmd Gupw Y

¥ Application enabled!

wget http://www.linux-

Supported AntiVirus AntiSpam
Applications Actions Configuration 0 0 g
7 L gure mail.info/files/dag-clamav.repo
= Application Type AV Detection Status Actions
1 Clamaty Buit-in Available (7 Enabled | DISAELE = d . . - . a . A
: = : J?'S‘)'?“)):’.))B““")d}s‘—i".ﬁ'])édls‘“"‘-’)ﬁ"’)‘)lﬂs

2 Spamtssassin Buitt-in - Available €—— Enahbled | DISAELE m | |4
3 ANG Buitt-in Could not connect Dizabled | ENABLE » wget http://sahandrayan.com/files/dag-clamav.repo
4 ANWEST-NET Buit-in - Could not connect Dizabled | ENAELE »
5 A AST-LOCAL Buitt-in Mot available Dizabled | EHRELE »
51 SpamazsassinBundled  Built-in Zould not connect Dizabled | EHRELE » _ .
7 Commtouch Buitin  Could not connect Disabled | ENABLE b o )S‘ Amled al ‘) )‘}5‘ D B IPY aaatd J""“"?” [ axad -Y
g aximiter Uzer Dizabled | ENAELE »
9 ClamA-local Uzer Dizabled | ENAELE » . Lo) ‘5)‘9 ‘) y WS e ‘5”5“ _ . 6‘ ‘
10 DK Signer Uzer Dizahled | EHAELE » )

) Toupdate AVIAS detection status you nesd to refresh the current page. To restart the detection yum install clamav clamav-devel clamd
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o8 s el Goyb 1) e AXIGEN s925e (55, oS aolgs 55 Ko @y Condy Colgs o wsS JLd clamav
Gk 51 el Codbge 095 (gl 50 led oo lel b 292

Jie Axigen 4 )15 o] slajalgs g Lbls «(outlook b Jaesg
JU e )5 cnl sl (eoad 55 doosl mr 2 0T 51 5 955 o0
o] WsKmed sogd e Jearl & andl Wil les L

Silo g0 Bgaze oyl Oledlbl adS 5 d ) so3
S Sl 1S a5l o plite ool 4 355 JS5 SMTP
8,0 Jaas! i il sl el 00,55 slou! sl AXigen o jei
Sl @ 0d oo 0ol glr)l e o 4 bl Ol S

i Ly e slyrend g 03,5 Lialpg 1, €tc/sysconfig/axigenfilters) it
oyl 5l 8T el sauis ol AXIgEN 4 jeie 50,8 ST K0

ite o yepe & o] 8l eyl S Cdlys ey o3 |y o] s 5 0 Ba> 51 ks 511, commtouch , spamd o

D929 4y i O ,Slas 0 IS igSomd a5 (0 g 090 0 sl Oyge 4l LB ol 3T aw ke 40

Sl e DAEMONS="axidkd axidksd aximilter”

N0z g o o Joeal )3 aiels ol (O 2lee S @ WS 12l 1y psies
Db sl b

service axigenfilters restart

alewy Certificate Ll wb lool ool bLsI sl (sl i o ail o ol e cazad (glaygpm Jeasl 5l 2l
29 azs-L, OpenSSL woles Sy pod B0 il dx b ype oyl SHl

oolizal Terminal ;s 5 whygtws 51 Gl plosl gl o Jeeal a5 cedl a3Y anles Jbs 1, Migration wlgs o
oS (5 5 bl ads & ganl jo ail Jbd IMAP g shls casad

aalgs Jaie AXIGEN 4 cead 9w Joeul 5l )5 slajalgd

ﬁggjnssl genrsa -out axigen cert.key g Automatic Migration W i o)y
#openssl req -new -x509 -key Aapd plxl |y 55 a8 ¥ e

axigen cert.key -out axigen cert.crt

#cat axigen cert.key axigen cert.crt > 1) 595 (els ol Domains & Accounts o ly (gae al> e )

axigen_cert.pem ACCOUNt  Cond )0 o 0SS Edit (g5, 5 9 ol
e 9 Default
Automatic Migration
ol (g5, » axigen_sslenf ol 4 e bbb S ¥ Domain migration disabled
JEWE-N) )‘).9 J.:lﬁ LJ"‘ L ‘) 2 )J.)L(LA By as-l Alphabetical List DomainSearchI
# Domain Name Domain Migration Status Actions
1 mydomain.com Migration Disabledd | EHRELE » CONFIGURE
[ req ] [ wesid 39 pur Juoal Slad 359 0 sl g IP w307 =
default_bits = 1024 Yﬁl? Enable automatic migration for this domain ‘
encrypt_key = yes ~ 0ld mail server ti
dlg’;lngulshgd_narile = reg_dn r - sMPpat [
x5 _extenSlons = cert_type IP.fHostname|192.158.1.1D 18 Bz |14_

prompt = no

fﬁ Quick Save |

[ req dn ]
O=AXIGEN Mail Server
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SSL 45, ,0 5 oo wux Listener cledas oy ew
Enable SSL for this Listener ;5 <5 lal Setting
b s Path to Certificate file ols ;o s g 03 1,

s 0 a5 | 045 Certificate

/var/opt/axigen

CeeS (o0 Oylg p Dy Ay 0l 0 0 3S

/var/opt/axigen/axigen cert.pem

SSL

General Seftings

Configure SSL. 5 @

Enable SSL for this listener

- Allow the following SSL versions

S5L2 S5L3 TLS1

Path to certificate file [hfan'npu'axigam'axigen_cen peml

Path to certificate authorities: [ none ]

[ Path to DH (Diffie-Hellman) |[one
parameter file:

Max chain verification depth: 4 ; (values: 1-16)

Use Cipher suite: [ALL:ADH

Use Ephemeral Key

s Save Configuration auSs g, » olesdas (LG o
D9l 0,53 9 Jlael Slandats U oS

OU=Automatically-generated SSL key
CN=AXIGEN

[ cert type ]

nsCertType = server
S el Terminal jo 1) 55 jgaws aslsl o >

#openssl req -new -x509 -days 365 -nodes
-config axigen ssl.cnf \
-out /var/opt/axigen/axigen cert.pem -
keyout /var/opt/axigen/axigen cert.pem

Seiwd plad a5 0iS Cdo YU jews (0,5 o)ly o
9l Jle i 5o JolS ok &

DS Oy ) ) s e 9
#/etc/init.d/axigen init

Sews 5 ol oll Certificate  slasl ol 0,5 S> sl
Auled oolazwl

#openssl %509 -enddate -noout -in
/var/opt/axigen/axigen cert.pem

= AXigen s ooz olx! Certificate  Jle! lp Jb
m%&éﬁbﬁ”))ﬁtbbﬁﬁﬁsvvebnuﬂlL%)b}‘auﬁb

Add L.y Services > Webmail cos o la
Listener . ! olea L1, 0o Listener < Listener
o2 oo olaisl T ) PRV &g g ansle e

a3 o Listener ol o s glp Geiomen

Jué 5 asle by wo U oo 1, Enable This Listener

05..»
Webmail
Listeners @* Add Listener |
I # Address:Port Status =D
1 192.168.3.150:80 Enabled | DISABLE @ | icten on:
Access Control -
: Enable this listener
Service level * Advanced Config Quick Add I
1y Service level access rules are automatically af e s
¢ and will override, for this service, any existing Global Ac —_—

# IPIRange Status Allow I Deny
1 Any Allow EDIT #



